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Cryptographic Applications
are a high-value application for
Software Verification (in Lean)

=> Security-Critical

-> Open Specifications

=> Proof-friendly Community
-> Interesting Challenges
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Get Signal

Why use Signal?

Explore below to see why Signal is a simple, powerful, and secure messenger
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@& Overview

<t LCL - Mon espace
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Dimisnsions: Responsive Y 75% Y No throttling ¥

Votre identifiant

Mémoriser mon identifiant

lotre code personnel

Security X

This page is secure (valid HTTPS).

valid and tructed

View certificate

- secure connection settings

TLS is well-studied since 1994!
Machine-checked formal proofs
So, is this a secure connection?



Many Practical Attacks on TLS (until TLS 1.3)

BEAST
CRIME
RC4
Lucky 13
3Shake
POODLE
FREAK
LOGJAM
SLOTH
DROWN
SWEET32

CBC predictable IVs
Compression before Encryption
Keystream biases
MAC-Encode-Encrypt CBC
Insecure resumption

SSLv3 MAC-Encode-Encrypt
Export-grade 512-bit RSA
Export-grade 512-bit DH
RSA-MD5 signatures

SSLv2 RSA-PKCS#1v1.5
3DES collisions

[Sep1]
[Sep’12]
[Mar’13]
[May’13]

\
Some of these were

found while doing
formal proofs

~

Each attack exploits a
threat not considered
in prior proofs

/




What often goes wrong in protocols like TLS?

Crypto Weaknesses

e RC4, 3DES, MD5, PKCS#1v1.5 CRYPTO
Protocol Design Flaws
e Downgrade attacks, Transcript collisions

PROTOCOL
Implementation Bugs
e Parsing, State machines, Memory safety
Often, a mix of all the above! IMPLEMENTATION

A need for diverse verification techniques

that can handle this complexity and scale.



High-Level
Designs

formal methods

Published Deployed
Standards Implementations




Formal Methods for Crypto

Computer-Aided Cryptography, a.k.a. High Assurance Cryptography

“Applying formal, machine-checkable approaches to the design, analysis,
and implementation of cryptography.”
SoK: Computer-Aided Cryptography, IEEE S&P 2021
Barbosa, Barthe, Bhargavan, Blanchet, Cremers, Liao, Parno

Analyze cryptographic designs early to find attacks or uncover assumptions
Comprehensively analyze specifications and standards before publication
Formally verify efficient implementations to prevent bugs and side-channels
.... and repeat these steps over and over again as these artifacts evolve



Inria Prosecco [2012-]

o ¢ Prosecco - Programming se X aF

© °5 team.inria.fr/prose.. Yr £ Incognito

Prosecco

Prosecco is a research team at Inria Paris that does formal and
practical security research on cryptographic protocols, software
security, web security, and hardware protection mechanisms. To this
end, we design and implement programming languages, formal
verification tools, dynamic monitors, testing frameworks, verified

compilers, etc.

Software Tools

HACL*: High-Assurance Cryptographic Library

E*: Verification system for effectful programs

CryptoVerif: Cryptographic protocol verifier in the computational

model

ProVerif: Cryptographic protocol verifier in the symbolic model

e hacspec: Domain-specific language for cryptographic

specifications embedded in Rust

Catala: Domain-specific language for faithfully and efficiently

translating law into code

e Squirrel: Interactive prover for security protocols in the

Cryspen

c 25 cryspen.com Incognito

High Assurance
Software

Gain confidence in your most critical systems with
Cryspen’s advanced tools and technologies for

computational model.

\ ﬁrovable securiti and reliabiliti. y.



Veritying Cryptographic Libraries
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Portable C

x86_64
EC, AEAD, DH, o AEAD, Hash,
Hash, Sig, PQC | HACL* |ijade 7 - PQCGS
i
x86_64
AEAD, Hash, EasyCrypt
Field Arith Vale F*
VERIFIED
CRYPTO
LIBRARIES
C, Java
EEI:STBLS Rocq SAT/SMT EC, AEAD,
’ AUCurves Hash, PQC
Cryptol/SAW N
C, Rust, Go Fiat . 9, asm
Field Arith CryptoLine | Field Arith

[




For any modern crypto algorithm,
there is probably a verified implementation

® You don’t have to sacrifice
® that you can run and re-run yourself
e Formally verified crypto in ,



STANDARD I

|
[
|
|
[
|
v

F* or Rocq or
EasyCrypit...

Deploy Code

Verified
Cryptography
Workflow

Potential Implementation Bug
e Memory Safety Violation
e F[unctional Correctness Flaw
e Side Channel Vulnerability

|

Fix and re-verify




HACL", Vale, and EverCrypt

Verified crypto library

® [ncludes most modern
crypto algorithms

e Generates C, Rust, wasm

e Deployed in NSS, Linux,
WireGuard, Python, ...

Large engineering effort

e 245K lines of F* and Vale =»
135K lines of C and asm

e 3+ Phds, many researchers

e Continuous integration
and proof maintenance

2017-2024]

Portable | Arm A64 Intel x64
Algorithm C code Neon |AVX |AVX2 | AVX512| Vale
AEAD
Chacha20-Poly1305 vV [43]1 (+) |V (%) 4O 404G
AES-GCM v [20]
Hashes
SHA-224,256 vV [43] (+) |V (%) OO (V) v [20]
SHA-384,512 vV [43] (+) |V (%) 4O 404G
Blake2s, Blake2b vV [34] (+) |V (%) )| V(O)
SHA3-224,256,384,512 | v/ [34]
HMAC and HKDF
HMAC (SHA-2,Blake2) | v [43] v (%) 4O 404G
HKDF (SHA-2,Blake2) | v [43] v (%) OO (VO
ECC
Curve25519 v [43] v [34]
Ed25519 v [43]
P-256 v [34]
High-level APIs
Box v [43]
HPKE v () v () OLIVE) [V O) A




Verifying Modular Arithmetic in F*

r uintgy 4 Secret Integers
uintgy 4 (constant-time ops)

uint64 4
r uintgy 16 Memory Safety

Who can read or
write this spec?

Pre-conditions

ck unit
(requires A h -
live h out A live h f; A live h fo A live h tmp A

mutually_disjoint [out; fq; fo; tmpl) i

(ensures A hy _ hy -
modifies (loc out |+| loc tmp) hg hq A
feval hq out == Spec.fmul (feval hy f1) (feval hy f5)) Correctness 1
Specification

Memory Safety
Post-condition

Low* Specification for 256-bit modular multiplication
e Verified portable C implementation in Low*
e \erified x64 assembly implementation in Vale



Lessons from HACL

D I . . f. o h I Implementation Radix Language | CPU cy.

2 51 64-bit C 159634

e p Oyl n g Verl Ied Crypto I n t e a rg e giggfgiy’[pl_o [36] 51 64-b§ C 145248

amd64-64 [26] 51 Intel x86_64 asm 143302

sandy2x [27] 25.5 Intel AVX asm 135660

1 EverC ble (thi ) 51 64-bit C 135636

e Performance must match unverified code Rehp b sree) | 3 | iR e | Do

. Oliveira et al. [63] 64 Intel ADX asm 115122

e Generated C and assembly must be reviewable | Ewrcrypt rgeted ahis paper) | 64 | eiC | 136l
+ Inte asm

e Need to support flexible APIls, many platforms

Figure 9. Performance comparison between Curve25519 Implementations.

Building and maintaining crypto proofs

Number of SMT queries per time bracket
Il Il Il Il

20,000 -

e Memory safety dominates annotation effort

e Automation (SMT) is crucial for scalability

e A small number of “fragile” proofs can blow up
verification time and maintenance effort

e Need to involve developers in proof effort R T

15,000

10,000 |- g g
£ E

Number of queries

5,000 - &




Verifying Post-Quantum Crypto in Rust

CRYSPEN



FIPS 203

Federal Information Processing Standards Publication

Module-Lattice-Based

Key-Encapsulation Mechanism Standard

Category: Computer Security

Subcategory: Cryptography

Information Technology Laboratory
National Institute of Standards and Technology
Gaithersburg, MD 20899-8900

This publication is available free of charge from:
https://doi.org/10.6028/NIST.FIPS.203

Published August 13, 2024

20



Rust Code
(ML-KEM)

Unsupported Rust, or
F”:)S 203 Secret dependent code

|
Ve rlfyl N g C ry ptO code F* Spec F* Model F* Libraries

(ML-KEM) (ML-KEM) (Rust stdlib)
written in Rust
using HAX

and 7 Eg
E

C Code
(ML-KEM)

Panic Condition, or
Correctness bug

21



Writing Crypto Code in Rust

fn barrett_reduce(value: i32) —> i32 {
let t = i64::from(value) *x BARRETT MULTIPLIER + (BARRETT_R >> 1);
let quotient = (t >> BARRETT_SHIFT) as i32;

let remainder = value - quotient % FIELD_MODULUS;
remainder

Barrett Reduction Algorithm
(in constant time, so cannot directly use modulus operator)

22



Potential Panics in Rust Code

fn barrett_reduce(value: i32) —> i32 {
let t = i64::from(value)(* BARRETT MULTIPLIER(+ (BARRETT_R >> 1);
let quotient = (t >> BARRETT_SHIFT) as i32;

let remainder = value(- quotient(* FIELD_MODULUS;
remainder

These arithmetic operations may overflow or underflow
causing the code to crash or compute wrong results

23



Developer-Driven Specifications

#lrequires(value >= -BARRETT_R && value <= BARRETT_R)]
#lensures(|result| result > —FIELD_MODULUS && result < FIELD_MODULUS
&S result % FIELD MODULUS == value % FIELD MODULUS) ]

fn barrett_reduce(value: 1i32) — i32 {

remainder

Specify pre-condition and post-condition
(Automatically verified using F* + Z3)
(Small, automatable proof in Lean) 24



Enforcing Secret Independence

Type-based static analysis to avoid certain side channel attacks

e arithmetic operations with input-dependent timing
(e.g. division) over secret integers

® comparison over secret values

e branching over secret values

® array or vector accesses at secret indices

Prevents timing bugs at Rust source level.

Does not prevent compiler-induced leaks, micro-architectural attacks, ....

25
D



KyberSlash: a timing vulnerability

void poly_tomsg(uint8_t msg[KYBER_INDCPA_MSGBYTES], const poly *a)

{

unsigned int i,j;

uintle_t t;

for(i=0; i<KYBER_N/8;i++) {
msgl[i] = 0;

Bug presentin
PQ-Crystals,
PQ-Clean, ...

for(j=0;j<8;j++) {
t = a—>coeffs[8xi+jl;
t += ((intl16_t)t >> 15) & KYBER_Q;
t = (((t << 1) + KYBER_Q/2)/KYBER_Q) & 1;
msgli]l |= t << j;

}

¥

KyberSlash: Exploiting secret-dependent division timings in Kyber implementations. CHES 2025.
Bernstein, Bhargavan, Bhasin, Chattopadhyay, Chia, Kannwischer, Kiefer, Paiva, Ravi, Tamvada.



https://eprint.iacr.org/2024/1049

Lessons and Limitations

Hard to prevent side-channel attacks from Rust

Platform-specific timing, power analysis, faults, speculative execution
Compiler may introduce side-channels during optimization

Needs precise machine models, crypto support from compiler
Alternative: write and verify everything in assembly (Jasmin, Vale)

Verification needs to fit crypto development workflow

e Crypto developers can write Rust or C, but not F* or Rocq
e Standalone C code is easier to integrate into existing C projects
e Testing, fuzzing, on multiple platforms uncovers unexpected bugs!



Challenges and Opportunities

Prove absence of (classes of) side-channel attacks

e Jasmin has custom tools to prevent timing, some speculative attacks
e Needs a precise security-aware runtime model of the platform

Remove trust in the Rust compiler

e \erify code in assembly where possible? (Jasmin, Vale, HOL-Light)
e \erify the Rust compiler (for the subset we need)?

Automate proofs of runtime safety and correctness

e Al + grind? Appears to work well for Lean, and also for F*



Veritying Cryptographic Protocols




Recall: What often goes wrong in protocols like TLS?

Crypto Weaknesses
e RC4, 3DES, MD5, PKCS#1 v1.5 CRYPTO

Protocol Design Flaws
e Downgrade attacks, Transcript collisions

PROTOCOL
Implementation Bugs

e Parsing, State machines, Memory safety

Often, a mix of all the above!

A need for verification tools that can account for
crypto and scale to large protocols like TLS.

IMPLEMENTATION




miTLS [2012-2017]

Verified implementation of TLS

Base | CoreCrypto I | Bytes | ITCP l I TLSConstants I I TLSInfo I | Error | | Range I

[ ]
[ercone |
Covers many modes of TLS 1.0-1.3 Handshake/CCS Alert AppData Lo
State machines, message formats Protocal || Protocol [ e ]
Security + Correctness proof in F*
Verified crypto from EverCrypt

Major effort, high impact

TLS
Record

TLS API
e 30K+ lines, 100+ modules

e Helped find major attacks on TLS: ~oplcation Adversary

Triple Handshake, FREAK, Logjam W]
e Influenced design of TLS 1.3




Lessons from miTLS

Large protocol specs, complex distributed systems

CRYPTO
e Not just crypto, low-level protocol details matter
e Risks from composition flaws, downgrade attacks
e \Verifying a reference implementation is a way
to ensure we captured all relevant details
PROTOCOL

Monolithic security+correctness proofs do not scale

Different properties require different proof techniques

Memory Safety for generated C » Low*
Cryptographic Security = State-Separating Proofs IMPLEMENTATION

Parsing Correctness » EverParse, Comparse



Bertie: Verified Post-Quantum TLS 1.3 in Rust

00 @ Bertie GitHub - cryspen/bertie: Ber! X ER

& (¢} 25 bertie.cryspen.com Yo & Incognito

% github.com/cryspen/bertie QY & Incognito
= Minos Crypto Prot... sp payslips-working Bit Twiddling Hacks

3 All Bookmarks

(v (gonm ) (2]

/ Public

Bertie TLS 1.3 Implementation

&8 Apache-2.0 license

Y 1M8stars % 4forks ¥ Branches

Bertie e star [\ Notifications
High Assurance PQ TLS SER EED e ) G

¥ main ~ P Go to file <> Code ~

£ franziskuskiefer Merge pull request #

© Tags A~ Activity

020fee9 - last ek @

B .github

ci: use hacpsec/hax-actions 3 months ago

B assets Move logo to "assets" folder.

3 years ago

® Cryspen BB benches update libcrux 3 months ago




Verifying Bertie using hax with multiple provers
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Verifying the TLS 1.3 Protocol Logic

e Implemented in Rust
e Translated to ProVerif via hax

e Similar to the model of Bhargavan,

Blanchet, Kobeissi [2017]
e Main security theorems

O

©)
©)
©)

Server Authentication
Session Key Forward Secrecy
Assumes PQ-secure KEM
5980 lines of ProVerif

from 1723 lines of Rust

Long-term Keys: (skc, pkc)

ClientHello(ngc, offer¢((G, g*),G'])

Long-term Keys: (sks, pkg)

RetryRequest(G’)

Generates =’ and computes:

Generates y and computes:
es = kdfy

es = kdfy
ClientHello(ng, offers(G',g%'])
Chooses parameters:
modeg = (TLS1.3,DHE(G’), H(), enc())
ServerHello(ng, modes(G’, g¥])
log; =" log,
Computes Computes:
hs = kdfy(es, g%v) hs = kdfy(es, g"'v)
ms, kgt, kK, k= kdf g (hs, log,) ms, k!, K, k' KT = kdfme(hs, logy)

enck! (Extensions(...))

ench? (CertRequest(...))

enck’ (Certificate(pkg))

logy ----- e T It
1332 enck” (Certveri fy(sign*** (H(log,)))) lzzz
gpmm= P i TN 1 3
g enc®: (Finished(macs (H(logs)))) | o
Computes: utes:

ke, ko, ems = kdfy(ms, log,)

Comp
ke, ks, ems = kdfi(ms, log,)

enck! (Certificate(pky))

logs ----- —— G . I
l:tg;s enck? (Certverify(sign**® (H(logs)))) lzzs
6" LT CAITTY7 T VO A 6
e enc®s (Finished(mac® (H(logg)))) | log,
Computes: Computes:

psk’ = kdf s (ms, log)
cid = ems or psk’ or H(log,)

[

New client session:
C =CW cid — (offer, modeg,
pke, pks,
ke, ks, ems, psk')

enck:(Data(m,))

psk’ = kdf e (ms, log;)
cid = ems or psk’ or H(log;)

New server session:
S = 8 cid — (offer, modeg,
pkc, pks,
ke, ks, ems, psk')

encks (Data(ms))

Application Data Stream:
C(id)S:ml,m%“A

—

Application Data Stream:
C(id)s:ml,mg,“.

—




Verifying the TLS 1.3 Key Schedule

e Implemented in Rust
e Formally verified in SSProve via hax
e Mechanizes the pen-and-paper proof
structure of Brzuska et al. [2021] TLS13 |/
e Main security theorem nandshake)
o Session Keys are indistinguishable
from random, as long as KEM is
IND-CCA, HKDF is secure KDF
o 7500 lines of Rocq proof
vs 1500 for pen-and-paper

I
1
1
\
N
<—mkS—
HKDF-EXPAND
“mkC]
-
’
(
I

|
l
|
\
“—akC—|
AEADKey-IV [
<«—akS—




Runtime Safety and Parsing Correctness

e Rust programs can crash (panic)

o Serialization/pal’Sing code may be #[hax_lib: :ensures(|result| match result {
. . . Result: :0k((ch,trunc_len)) => {
incorrect, leading to exploits trunc_len <= ch.len() &
. tch _client_hello(al ithms, &ch) {
e Use F* to prove runtime safety and e
. . cr == client_random &&
key functional correctness properties 8pk == kem_pk 8&
. . &sn == server_name &&
e Main security theorem gst == session_ticket,
. _ =2 ral :
o Protocol code will not crash for = true;)]a V)

any attacker-controlled input fueerzas) i Clant fellot o) Looc)

o Generated TLS 1.3 messages are
unambigious, correctly parsed



Verifying Bertie using hax with multiple provers

e Rusttype system to enforce state machine invariants

e libcrux (hac + F*) for verified cryptography

e [ for properties like parsing correctness and panic-freedom

e ProVerif to prove protocol security for the TLS 1.3 implementation

e SSProve to cryptographically verify the key schedule implementation

Table 2: Formal Verification Results for Bert13
Backend Prover Rust Modules Rust LoC Translated LoC Properties Proven Time Taken for Proofs (s)
SSProve 1 425 815 Core Key Schedule Security 11m17s
ProVerif 3 1723 5980 Forward Secrecy, Authentication 20s
HNDL Post-Quantum Security

Fx 8 3264 10964 Runtime Safety, Unambiguous Formats 1m21s

Formal Security and Functional Verification of Cryptographic Protocol Implementations in Rust.
ACM CCS 2025. Bhargavan, Hansen, Kiefer, Schneider-Bensch, Spitters.



https://eprint.iacr.org/2025/980

Veritying Post-Quantum Signal

CRYSPEN



The (Classical) Signal Protocol

Two parts:

e X3DH handshake
e Double Ratchet for
continuous key agreement

Important security guarantees:

Mutual authentication
Post-compromise security
Forward secrecy
Deniability

SK = KDF(DH1 || DH2 || DH3 || DH4)




PQXDH Design: Add a PQ-KEM to X3DH

(SS, CT

SK =KD

DH DH
1 2 I KB Initiator Responder
g signy, (g7 sien, (k)| |
DH
TN - {SPK } (gekAadh4) A X3dhi(ikA7gikB7gopkB7gspkB)
S~ - B (ss,ct) <— encap(pgpkp) |
~o \DH4 K = kdf(dh4||ss)
~ ~ -
"~ OPK, g% fer|acad (K msgo)ika iks]
dh4 «— x3dh,(ikg,opkg, spkg, g™+, g#4)
) - {PQPK } ss «— decap(pgskg, ct)
KEM B _
K = kdf(dh4||ss)

F(DH, Il DH, Il DH, Il DH, Il SS)



Analyzing PQXDH

PQXDH is a very small addition to X3DH.

X3DH has been comprehensively analyzed in a variety of security models
o Mutual Authentication, Confidentiality, (a form of) Forward Secrecy

Is PQXDH as secure as X3DH?
Is it secure against a Harvest-Now-Decrypt-Later quantum adversary?



Our Formal Verification Methodology

Protocol
Specification
Formal Specification :

v
Compromise Security Protocol ||Cryptographic
Model Goals Model Assumptions




Our Formal Verification Methodology

FIX
Protocol
s e wmnd PR e n S Specification

Formal Specification

Compromise Security Protocol Cryptographic
Model Goals Model Assumptions

l

Potential
Protocol
Flaw

ATTACK PROVERIF

PROVED

Symbolic
Security
Theorem




Our Formal Verification Methodology

FIX
Protocol [ .. ... .. .
Specification o
Formal Specification

v :
Compromise Security Protocol ||Cryptographic|) «. FINE 5
Model Goals Model Assumptions T

Potential
Cryptographic
Weakness

CRYPTO FAILURE

VERIF

PROVED

Cryptographic
Security
Theorem




Formally Specifying PQXDH

Single Message between Two Roles

e Arbitrary number of endpoints
e Any endpoint can play any role

e (Out-of-Band) Identity Key Verification
e Untrusted Key Distribution Server

Specification in Applied Pi Calculus

Makes all computations precise.
What is sent on the wire?

What key encoding do we use?
What exactly is signed/encrypted?
How are all the keys derived?

let Initiator(i:client, IKA_s:scalar) =
(* Download Responder Keys )

(x Verify the signatures x)
if verify(IKB_p,encodeEC(SPKB_p),SPKB_sig) then
if verify(IKB_p,encodeKEM(PQPKB_p),PQPKB_sig) then

(*x PQXDH Key Derivationx)

let IKA_p = s2p(IKA_s) in

let (CT:bitstring,SS:bitstring) =
pgkem_enc(PQPKB_p) in (x PQ-KEM Encap x*)

new EKA_s:scalar;

let EKA_p = s2p(EKA_s) in

let DH1 = dh(IKA_s,SPKB_p) in
let DH2 = dh(EKA_s,IKB_p) in
let DH3 = dh(EKA_s,SPKB_p) in
let DH4 = dh(EKA_s,OPKB_p) in

let SK = kdf(concat5(DH1,DH2,DH3,DH4,SS)) in

(* Send Message x)

let ad = concatIK(IKA_p,IKB_p) in

new msg_nonce: bitstring;

let msg = app_message(i,r,msg_nonce) in

let enc_msg = aead_enc(SK,empty_nonce,msg,ad) in

out(server, (IKA_p,EKA_p,CT,O0PKB_p,
SPKB_p, PQPKB_p,enc_msg) )




Symbolic Analysis with ProVerit

(* Post-Quantum Forward Secrecy Query *)
A, B, spk, papk, sk, i, j;
(BlakeDone(A,B,spk,pqpk,sk))@i

Security goals as queries

e Secrecy, Authentication as trace properties = not(attacker(sk)) o
about protocol events & attacker knowledge Eg%l%{ﬁ:;“cioﬁp‘;gj»gjfi; =

e Indistinguishability, privacy stated as
equivalence properties between processes Attack Trace:

1. Using the function info_x25519_sha512_kyber1024 the attacker may obtain
info_x25519_sha512_kyber1024.
attacker(info_x25519_sha512_kyber1024).

Fully automated analysis

2. Using the function zeroes_sha512 the attacker may obtain zeroes_sha512.
attacker(zeroes_sha512).

Finds attacks and produces traces _
. 3. We assume as hypothesis that
If no attack found in model, attacker(a).
establishes a symbolic security theorem 4 We aesume as hypothesis that
attacker(p).
e Might not terminate!

5. The message b that the attacker may have by 4 may be received at input {2}.
So the entry identity_pubkeys(b,SMUL(IK_s_2,G)) may be inserted in a table at i
table(identity_pubkeys(b,SMUL(IK_s_2,G))).




Game-Based Proofs with CryptoVerif

Computational crypto model

e Standard cryptographic assumptions
e User-defined assumptions as equivalences
e Probabilistic polynomial-time adversary

Process, security query syntax like ProVerif
® Secrecy, authentication, indistinguishability
Proofs as a sequence of game transformations

Requires some manual guidance
Machine-checked transformations
Computes concrete advantage formulas

o
[
o
e Proof failure may indicate attack, no trace

proof {
crypto uf_cma_corrupt(sign) signAseed;
out_game '"gl.cv" occ;

insert before "EKSecAl <-R Z" ...
insert after "RecvOPK(" ...
out_game '"gll.cv" occ;

insert after "OH_1(" ...
crypto rom(H2);
out_game '"g2.cv" occ;

insert before "EKSecAlp <-R Z" ...
insert after "RecvNoOPK(" ...
out_game ''gl2.cv'"occ;

insert after "OH(" ...
crypto rom(H1);
out_game '"g3.cv";

crypto gdh(gexp_div_8) ...
crypto int_ctxt(enc) s;
crypto ind_cpa(enc) sx;
out_game '"g4.cv";

crypto int_ctxt_corrupt(enc) r_23;
crypto int_ctxt_corrupt(enc) r_50;
success

¥




Modeling the Quantum Adversary

Passive Quantum Adversary Model (Harvest-Now-Decrypt-Later)

e We allow adversary to break certain crypto primitives (e.g. DH)
after the session is over
e PQ primitives (e.g. PQ-KEM) remain secure

Symbolic and Computational Analysis

e ProVerif automatically searches for attacks
that rely on broken primitives
e CryptoVerif checks that the classical game-based proof

still holds against passive quantum attackers
o Post-quantum sound CryptoVerif and verification of hybrid TLS and SSH

key-exchanges, Blanchet, Jacomme, IEEE CSF 2024
T



Key Confusion Attack on PQXDH

DH DH
IKA 1 2 IKB

DH,
EK, < {SPK_}
“~. DH,
RN - OPK Attacker swaps keys and signatures
B to break PQ security of PQXDH
(SS, CT, ) ™ {PQPK_} ProVerif finds this attack if:

e the key encodings can collide, and
e public keys are not validated

SK = KDF(DH, Il DH, Il DH, Il DH, || SS)




Representative of a general class of cross-protocol attacks
between different crypto modes in the same protocol.

Immediate Fix: Ensure all key/message/signature
encodings have disjoint co-domains.

Signal implementation already does this

Long-term Fix: Use a formally verified parsing framework
like Comparse [Wallez et al., ACM CCS 2023]



PQXDH Revision and Security Theorems

Verification results led to a new revision of the PQXDH protocol spec:

e We required AEAD to be post-quantum IND-CPA and INT-CTXT
e Restricted the ranges of encodings to be disjoint
e Added PQPK_ to AD when itisn’t already bound within the KEM

With these changes we prove that PQXDH meets its
classical and PQ security requirements in the
symbolic, computational, and HNDL quantum adversary models.

The full process: analysis, fix, proof, new spec took 1 calendar month.



Verifying SPQR from Design to Deployment

Formally verified PQ protocol design

e Designers used ProVerif themselves
e Many variants analyzed and compared

Software verification for deployed code

e \erified crypto from libcrux
e Proofs of panic-freedom using hax+F*
e Security proofs using hax+ProVerif

Integrated into Signal’s development

e Developers write annotations in Rust
e Developers fix simple proof breakages
e Proofs integrated in Signal’s ClI

O

Signal Protocol and Post-Quantum Ratchets

Graeme Connell and Rolfe Schmidt on 02 Oct 2025
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Challenges and Opportunities

Incremental design, threat discovery, automated attacks

e Quickly experimenting with the model and find attacks is key
e A complete proofis nice for the final protocol,

Need for end-to-end framework for Security + Correctness

e [ormosa, F*, Rocq provide single frameworks for proofs
e Can we import domain-specific proof frameworks into Lean?

Reflect assumptions and theorems in source code

e Developers like writing/reading security annotations in Rust
e They do not want to see the detailed proofs



Conclusion

Formal verification can have a big impact on real-world cryptography

o Verified crypto libraries in all major web browsers
o Verified designs and implementations for TLS, MLS, PQ3, Signal....
o New challenges from software security proofs, different from math

The emergence of Al-assisted proofs enables more ambitious projects

o Many crypto algorithms, protocols, optimized implementations to verify
o New verified compilers, machine models, side-channel analysis tools
o Close the gap between theoretical cryptography and deployed apps



Questions?

SoK: Computer-Aided Cryptography
[Barbosa, Barthe, Bhargavan, Blanchet, Cremers, Liao, Parno, |IEEE S&P 2021]

Recent Papers: https://cryspen.com/research/
Code:

m Hax: https://qgithub.com/cryspen/hax
m Libcrux: https://github.com/cryspen/libcrux
m Bertie: https://qgithub.com/cryspen/bertie
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